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The SMC EliteConnect WLAN Access Manager
(SMC2502W) is an ideal solution for protecting, man-
aging, and controlling your wireless network.
Supporting up to four Access Points, the SMC WLAN
Access Manager utilizes a high performance packet
inspection engine to monitor and manage all network
traffic. Acting as a secure gateway to the corporate
network, the SMC WLAN Access Manager provides
control, security, and management features in one
easy-to-use device.

The SMC EliteConnect WLAN Access Manager
(SMC2502W) lies between the wireless clients and the
protected network. It connects to your Access Points,
enables Layer 3 roaming across multiple subnets,
which provides maximum mobility for wireless users,
while enforcing pre-configured user rights from the
control server once the users have been authenticat-
ed. To manage the wireless network, this new SMC
Access Manager supports complete session logging
and persistent session roaming. When you combine

this new EliteConnect WLAN Access Manager with an
SMC EliteConnect WLAN Secure Server (SMC2504W),
you have the perfect solution to meet any wireless
security issues.

Benefits

Features Compatibility

Blocks unauthorized users from accessing the network
and redirects new sessions to a secure logon screen for
any user attempting to log onto the network for
authentication.

Intelligent packet inspection engine inspects and filters
each packet arriving from the wireless client.
PPTP/L2TP/IPSec VPN support allows for secure wireless
communications to and from wireless clients.

Enforces the rights and privileges of each user according
to the pre-configured user rights from the control server
once the users have been authenticated

Eliminates the need for re-authentication when users
roam across multiple subnets and increase mobility for
wireless clients. Active sessions are maintained during
roaming without loss of connectivity.
Easy-to-use, convenient and simple configuration

+ Supports 802.11 wireless, Bluetooth,
or wired network technologies
including: StandardEthernet &

Fast Ethernet

« Protects the Enterprise Network as a
Secure Gateway

« Packet Inspection Engine to Monitor and
Manage all Network Traffic

+ VPN Support (PPTP/L2TP/IPSec) for Security

+ Rights-based Network Access

+ Roaming Across Different Subnets and
Persistent Session Roaming

+ Web-based Configuration and Management

« Support for up to 4 Wireless Access Points
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Authentication

* Built-in secure database

+ LDAP interface

* RADIUS interface

* Kerberos interface

* 802.1x

* Windows 2000/NT-domain login interface
» Customizable Login Screen

* Signed certificate upload

Networking

» Network Address Translation / Port Address
Translation

+ Real IP mode

o HTTP/HTTPS proxy support

» DHCP client

* DHCP server (in NAT mode)

* DHCP relay (in Real IP mode)

Security

¢ IPSec, L2TP/IPSec, PPTP

* DES, 3DES, Blowfish, CAST

* MPPE 40, 56, 128-bit encryption
+ |IKE and ESP tunnel mode

* SHAL, MD5, HMAC-SHAL, HMAC-MD5
« Diffie Hellman, Groups 1,2,5

* MS CHAP, MS CHAP v2

¢ Login authentication

* Session redirects

* NAT/PAT

¢ Packet filtering

* Location access control

+ Time/Date access control

* Session timer

* Linger timer

* Roaming denial

¢+ Anti-MAC address spoofing

Mobility
* Roaming across multiple subnets
* Persistent session roaming

Logging/Monitoring

» Complete session logging

« Syslog server interface

¢ Session duration

* MAC address

* Protocol

¢ Source/Destination Address
* Bytes transmitted/received

System Management
+ Web-based User Interface (HTTP and HTTPS)
« Command Line Interface (CLI)
* SNMP V2
* Rights Debugger
+ Secure, digitally signed software
upgrades, TFTP
+ Auto-configuration backup
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Dimensions 55

+ 1.75" (H) x 17.0" (W) x 20.0" (D) |
(4.5cm x 43.2cm x 50.1cm)

Weight

+ 16 Ibs (7.2kg)

Power \i

» 110-240 volts, 5/2.5A, 50-60Hz, 200 watts

Physical Interface

+ To the network: RJo5 10/100Base-TX

+ Management Console port: DB-9

« SMC2502W LEDs: Power, Link/Activity, 100Mbps,
Full Duplex, HD1

* Four (4) 10/100 Ethernet Ports

Environmental

+ Operating Temperature Range: 5 to 55 C
+ Storage Temperature Range:-25 to 70C
+ Humidity, non-condensing: 5 to 90

Agency and Regulatory
+ FCC part 15 Class A

« CE

+ EN 61000

Safety
+ UL 60950
+ CAN/CSA 22.2 #60950

Warranty
¢ Limited Lifetime

Product Description
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